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HNudopmanmonHas NaMATKA 1 00yYAIOLIMXCH IS Pa3MelleHNs1 HA 0(PUIHATHHBIX
HHTEPHET-pecypcax

C kaxaplM ToJOM MOJIOACKH B MHTEPHETE CTAHOBHUTCS OOJIbIlIE, a IIKOJIbLHUKHU
OJJHU W3 CaMbIX AaKTHBHBIX IOJb30Bareiie PyHera. Mexay TeMm, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W TPOOJeMBL. ITa
maMsaTKa JOJKHA TOMOYb TeOe 0e30ImacHO HaXOAUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KomnpioTepHbIii BHUpPYC - O5TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPAMM,
OTJIMYUTENBHONU 0COOEHHOCThIO KOTOPOU SIBISIETCSA CIOCOOHOCTh K Pa3MHOKEHHIO.
B nmomonHeHne K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXHUTH
Bce (haiiyibl U JaHHbBIE, TOJKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHU KOTOPOro Oblia
3aIlyllleHa 3apakeHHas MpOorpaMMa, a TAaKKe MOBPEIUTh WIH JaXe YHUUYTOXKUTh
OIEPAIIMOHHYIO CUCTEMY CO BceMH (paiijzamu B 1eoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

l. HCHOHL?;Yﬁ COBPCMCHHBIC OIICPAIUMOHHBIC CHCTCMBbI, HMCIOIIIUC CGpBGBHBIﬁ
YPOBCHDB 3allIUTHLI OT BPCJOHOCHBIX IIPOrpaMm;

2. llocrosHHO ycTaHaBnuBaiW mauytd (UM@POBBIE  3allJIaTKH, KOTOpHIE
aBTOMATUYECKM YCTAHABIMBAIOTCA C LEIbI0 JOPAOOTKH MPOTrpamMMbl) U ApPyrue
OOHOBJICHHSI CBOE€H omnepalMOHHOW cucTteMbl. CkauvBaidi UX TOJBKO C
opumanbHoro cairta paspadorunka OC. Ecinu  CcylecTBYyeT  pexXuM
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE MOJ TMpaBaMH IIOJb30BaTeNsd, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEJAOHOCHBIX MPOTrpamm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnone3yii AHTHUBHUPYCHBIC MPOTPAMMHBIE POTYKTHI U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpaanub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Mcnonp3yil BHEIIHWE HOCUTEIM MH(OpMalMU, Takue Kak (pemika, TUCK WM
(aiin U3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbiBaili KOMIbIOTEpHbIE (aljbl, TOJYyYEHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpHUCIaN TBOM 3HaAKOMBIN. Jlydiie yTouHu
y HET0, OTIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHMJ mepefauu JaHHBIX, HE TEXHOJOTHS, & BCEro JHIIb OpEHI,
Mapka. Eme B 1991 roay Hunepianackas KOMIIaHUS 3apeTUCTpUpOBalia OpeH



"WECA", urto o06o3nauasio cioBocoueranne '"Wireless Fidelity", xotopsrii
NepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHH Joluia Apyras a00peBuaTypa, KOTOpas sSBIISETCS TaKOW ke
TexHoJoruen. Ito adbopeBuatypa "Wi-Fi". Takoe HazBaHMe ObLIO 1aHO C HAMEKOM
Ha CTaHJIapT Bbiclied 3ByKoBoW TexHuku Hi-Fi, yro B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB .

Jla, OecraTHBIA HWHTEPHET-IOCTYN B Kade, OTENIX W adporopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThI CUMTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBstoTCS 0€301aCHBIMHU.

CoBeTsblI 110 0€30MaCHOCTH PabOTHI B 00MIEOCTYIHBIX ceTssx Wi-fi:

1. He nmepenaBaii cBoro muuHyro uHbopManuio depe3 odmenoctynasie Wi-Fi cetn.
Paborass B HHX, jXKeJaTeJbHO HE BBOJUTH IAPOJIM JOCTyIA, JIOTUHBI M KaKHWe-TO
HOMEPA;

2. Ucnionw3yit u 0OHOBISI aHTUBUPYCHBIE MTpOrpaMMBbl U Opanamayep. Tem cambiM
ThI 00€30MacuIIIb ce0s OT 3aKaYKH BUpPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimoun ynkiuio "OOumit qoctyn k (daitnam u
npuHTepam". JlanHas (GyHKIOMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe mwin yueoe;

4. He ucnone3yét nyonuunsii WI-FI nns mepenaum nTu4HBIX JaHHBIX, HAPUMEP
JUUISL BBIXOJIa B COIMAIIBHBIE CETU WJIM B AJIEKTPOHHYIO MOYTY;

5. WUcnonw3yit Tonbko 3amuineHHoe coeanHenue uepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B moOunmbHOM Tenedone otkiaroun ¢yHknuto "Tloaxmouenne k  Wi-Fi
apTomatnuecku'". He nomyckali aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

ConmnajbHble CeTH

ConnanbHbIe CETH aKTUBHO BXOJSAT B HAIly >KHU3Hb, MHOTHE JIIOJA pabOTaIOT M
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MUIUIMAp]T YETIOBEK,
YTO SIBJISCTCS OJJHOM CeIbMOM BCEX JKMTEJEH IJIaHeThl. MHOIue Iojab30BaTe/Iiu HE
MMOHUMAIOT, YTO MH(OpMamms, pa3MelieHHAas UMH B COITMAIBHBIX CETAX, MOXKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YTOJHO, B TOM YHCJI€ HE 0053aTeIhHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsiX HE JTOJDKHO OBITh CIy4YaWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammiail cBOW 4acTHYI ku3Hb. He ykaswiBail mapomu, TtenedoHsl, ajapeca,
JlaTy TBOETO POXIEHUS U APYryH JUYHYH0 HH(OpManuio. 3I0yMBIILICHHUKA
MOTYT HCIOJIb30BaTh Jake€ WH(POpPMAIMI0O O TOM, KaK Thl U TBOU POJIUTETU
IJIAHUPYETE MIPOBECTH KAHUKYJIbI,



3. 3amumiail cBOIO pemyTaluio - JAEpKH €€ B YUCTOTe W 3ajaBail cebe Bompoc:
XOTes Obl Thl, YTOOBI ApPYTrHe MOJIb30BATENN BHUJEIH, YTO Thl 3arpykaelib?
[Tomymaii, mpesx/ie 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPHWILL C JIOAbMH, KOTOPBIX HE 3HAElIb, HE HCIOJIb3YH CBOE
peajgbHOe UMS U JIPYTYIO JTUYHYI0 MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. U36eraii pasmemenust dotorpaduii B MuTepHETE, TAe ThI W300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJICITUTH TBOS MECTOTIOI0KCHHE;,

6. Ilpu perucTtpanuu B COIMAIBHON CETHU HEOOXOAMMO HCIOJIb30BaTh CIIOKHBIC
MapoJIH, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. dns conumanbHOW CETH, MOYTHI M JAPYTUX CAaWTOB HEOOXOAMMO HCHOJb30BATh
pasHele maposid. Torma eciau TeOsl B3JIOMAlOT, TO 3JOYMBIIUIEHHMKH IOJIydar
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

QHGKTPOHHBIC JCHBIHM - O3JTO OYCHbBb YIIO6HLIﬁ crroco0 HJI&TG)KGIZ, OJHAaKO
CYCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHBI'U.

BJ'IGKTpOHHBIG ACHBI'M IIOABHUJINCH COBCCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTI'HX T'OCYIapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHHUPYIOT M O HHUX YK€ MPOIKMCAHO B 3aKOHE, IJIe UX
pa3zeNaioT Ha HECKOJIBKO BUOB - aHOHUMHBIC M HE aHOHMMHBIC. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UJCHTU(UKAIINY TT0JIH30BaTEIs, @ B HCAHOHUMHBIX UACHTHU(UKAIIHS TTOJIH30BATEIISI
SIBJISIETCS 00S3aTEILHOM.

Taxxke cienyer  pa3auyarb  AJIEKTPOHHbIE  (QUaTHbIE  JA€HBIM  (paBHBI
rOCYAapCTBEHHBIM BAaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE ACHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ AIEKTPOHHBIMU JCHBIAMHU:

1. IlpuBsxku K cuery MOOWIBHBIA TenePoH. ITO camblii YIOOHBIH M OBICTPHIi
Croco0 BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHBIN TenepoH MOMOKET, eCiu
3a0y/enib CBOM TMJIATSKHBIA Tapoib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Hcnonb3yil oaHopa3zoBble maposu. Ilocie mnepexoga Ha  YCHICHHYHO
aBTOpHU3alMI0 TeOe yke He OyleT yrpoaThb ONACHOCTh KPaKM WIM TNepexBaTa
IIJIATEXKHOTO MAPOJIS;

3. BeiOepu cnoxHbIi mapoib. [IpectynHukaM OyeT He MPOCTO yrajaTh CIOMKHBIM
napoiib. Hajexxuble maposiu - 370 mapoJid, KOTOpble COAEpKaT HE MEHee 8 3HAKOB
¥ BKJIIOYAIOT B ce€0d CTPOYHbIE W MPOMHCHBbIE OYKBBI, HUMPHI U HECKOIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK Jo0Jiapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOM CBOM JTUYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSEILIb.

DJIEKTPOHHASI I0YTAa



DNEeKTpOHHAsi IMoYTa - 3TO TEXHOJOTHUS M MPEAOCTaBIIIEMbIE €10 YCIYI'H IO
NEPECHUIKE U MOJTYUYEHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPEALIISIOTCS B
KOMITbIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SUIUK  BBITJISAIUT
cleyroumM 00pa3oM: UMsI_ToIb30BaTeIsi(@umMs_JtoMmeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OcCHOBHBIE COBETHI IO 0€30MaCHOMN padOTe C AIECKTPOHHOU MOYTOM:

1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpPBUC. B MHTEpHETE €CTh OrpPOMHBII
BBIOOp OECIUIATHBIX IOYTOBBIX CEPBHCOB, OJIHAKO JIy4YIlE JIOBEPSATH TEM, KOIO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He ykas3piBall B JIMYHOM MOYTE JUYHYIO0 HH(popmaruio. Hampumep, myuiie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Hcnonb3yli ABYX3TAlHYK) ABTOPU3ALHIO. JTO KOrAa IMOMUMO MHapoJisi HYKHO
BBOJUTH KOJ, MPUChUIAEMbIA 0 SMS;

4. Bo1bepu CII0KHBINA Maposib. J{Jis KaKI0ro MOYTOBOTO SIIIUKA JTOJDKEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOXXHOCThH HAIlMCaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCIIOJIB3YH
3Ty BO3MOXHOCTb;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIITUKOB. IIepBhIil 151 YaCTHOW MEPENUCKHU C
agpecaramMy, KOTOPbIM Thl JIOBEpsiClllb. OJTO DJEKTPOHHBIA aapec HE Hajao
MCIIOJIB30BaTh MPU PETUCTpAIliU Ha (hopymax U calTax;

7. He oTkpbiBail (paityibl U Apyrue BIOKEHUS B MUCbMax, JaXe €CJIM OHU MPUIILIH
OT TBOMX Jipy3ei. Jlydille yTOUHH Y HUX, OTHPABJISUIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocne okoH4YaHMsI pabOTHI HA MOYTOBOM CEPBUCE NEPEN 3aAKPHITUEM BKIIAJIKH C
caiiToM He 3a0yJp HaXXaTh Ha "BeiidTu".

Ku0epOyaimHr uim BUPTyaJbHOE U31€BATEILCTBO

KubepOymmHr - mpeciieoBaHHE COOOIICHUSIMH, COJACPKAIUMH OCKOpOJICHUS,
arpeccuro, 3armyruBaHue; XyJIuraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYTUTHHTOM:

1. He Opocaiics B 60ii. JIyummuit cmioco6: mMocoBETOBATHCS Kak ce0si BECTH U, €CIH
HET TOro, K KOMY MOXHO OOpaTUTBhCS, TO BHAdaje YCHOKOWTHCA. Ecim ThI
HAYHENIb OTBEYAaTh OCKOPOJCHUSMHU HAa OCKOPOJICHHUS, TO TOJBKO eIie OOJIbIle
Pa3oAKeIb KOH(PIIMKT;

2. Yupasnsii cBoeit kudeppennyTanuei;

3. AHOHUMHOCTH B ceT MHHMMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BeCcTHM XYJIUTaHCKUWA o00pa3 BHUpPTyaldbHOW >Ku3HU. HWHTEpHET
(buKcUpyeT Bce TBOM JEHUCTBHUSI M COXpAHSIET UX. YJIUTh UX OyIeT KpaiHe
3aTPYAHUTEIIBHO;

5. Cobmroait CBOIO BUPTYaJbHYIO YE€CTh CMOJIONY;



6. Urnopupyit enuHuyHbld HeratuB. OIHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHHUS
Jqy4iie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4ajabHOM CTaluu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIICHUSIMHU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIEHUN C
OTIpEJICIICHHBIX a/IPECOB;

8. Ecnmu Thl cBuperenp kuOepOyimuHra. TBOM JEHCTBUSA: BBICTYNUTH IPOTHB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOAJCPKATh KEPTBY, KOTOPOH HY)KHA ICHUXOJIOTUYECKAash MOMOIb, COOOUIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuiabHbIN TesedoH

CoBpeMenHble cMapT(HOHBI W TUIAHIIETHI COJAEPKAT B ceOE BIIOJHE B3POCIBINA
GyHKIIMOHAT, W TEMepb OHH MOTYT KOHKYpHPOBaTh CO CTallMOHAPHBIMH
KoMITbIoTepamMu. OHAKO, CPEACTB 3aIUTHI IS TIOTOOHBIX YCTPOHCTB TTOKA OYCHB
Majo. TectupoBaHWe M TIOMCK YSA3BUMOCTEH B HHUX TPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 17151 [1K, To ke camoe kacaeTcst 1 MOOMJIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MNPAaKTUYECKH JIOTHAJIM HACTOJbHBIC
aHaJIOTH, OJIHAKO paclupeHue (yHKIMOHAJIa BIIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3aIIUIIEHHOCTD.

Jlaneko He Bce NPOM3BOAUTENM BBITYCKAIOT OOHOBIIEHHUS, 3aKphIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30IIaCHOCTH MOOUIILHOTO TelieoHa:

Huuero He siBasieTcst mo-HacroseMy OecriaaTHbIM. Byap ocToposkeH, Beap Koraa
Tebe mpeiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexae yem ornpaButb SMS, ¢oTo miu Buaeo. Thl TOYHO 3HAElb, II€
OHM OyAyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoHa;
Hcrnonb3yit aHTUBUPYCHBIE MPOTPAMMBI 111 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npuioXeHHs OT HEW3BECTHOIO HCTOYHMKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTpaMMHOE 00ECIICUCHHE;

[Tocie Toro Kaxk Thl BRIMICIH C CaliTa, T/I€ BBOJAWI JIHYHYIO0 HHPOPMAIIHIO, 3aiI1 B
HACTPOWKH Opay3epa u yaanu cookies;

[leproaviueckn TpOBEPsi, KaKWe IUIATHBIC YCIYyTd AaKTUBHUPOBAaHbI HA TBOEM
HOMEPE;

JaBaii cBoif HOMep MOOUIILHOTO TeaeOHa TOJBKO JIOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSEIIIb;

Bluetooth nomkeH ObITh BBIKJIIOYEH, KOTJa Thl UM HE MOJb3yelibes. He 3a0biBait
WHOT/1a POBEPATH ITO.

Online urpoi



COBpCMCHHLIG OHHaI\/'IH-I/IFpBI - 3TO KpaCOYHBIC, 3aXBATbIBAIOIHUEC Pa3BJICUCHMHA,
06’I>CILI/IH5HOIHI/I€ COTHH TBICAY YCJIIOBCK II0 BCEMY MHDPY. HFpOKI/I HCCIICAYIOT
,Z[aHHbIﬁ UM MHD, O6HlaIOTCH APpYyr C APYT'OM, BBIIIOJHAKOT 3addHUA, CPAKAKOTCA C
MOHCTpaMH W IIOJIYYAROT OIIBIT. 3a YAOBOJIBCTBUC OHH ILIATAT: ITIOKYIIAOT JHCK,
OIIJIAYMBAIOT A0OHEMEHT HJIN HpI/IO6peTaIOT KaKHuC-TO OIIIIMH.

Bce 3tu cpencrBa uAayT Ha NMOAAEPKAHUE U PA3BUTHUE UIPHI, 4 TAKKE Ha CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMU, BBIITYCKAIOTCS HOBBIE
nat4yu (uQpoBkIe 3aIIaTKA ISl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT OmacaTbCsi HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXky TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIMU OOJBIIMHCTBA
urp.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecau npyroii urpok BeAeT ceOsl MIOXO WM co3faeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. HOH(&HYﬁCH AIMHUHHUCTpATOpaM HIPbI Ha IINIOXOC IIOBCACHHUC OJOTOI'0 HIPOKA,
KCJIIATCIIbHO ITPHUIIOKUTDb KaKHUC-TO JOKA3aTCIbCTBA B BUIAC CKPHUHOB,

3. He yxa3biBaii muuHyto uHbopMaiuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIMaabHbIe MaTYH U MO/IbI;

6. Mcnosib3yil CIOKHBIE U Pa3HBIE MTAPOJIH;

7. Jlaxxe BO BpeMsI UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpPYC. I[1oka Tl urpaemb, TBOM
KOMIIBIOTEP MOTYT 3apPa3HTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHON Kpaxkell JAeHEer W JOKYMEHTOB CErOAHs YK€ HHUKOTO HE YAUBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTHUN 3JI0YMBIIIJIEHHUKN IEPEMECTUIINCH B UHTEPHET,
Y IPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€TTOM.

Tak mosiBUIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WIW (DUIIMHT, TaBHAs
1eJdb  KOTOPOTrO  COCTOMT B  TIONYYCHHH  KOH(DHIACHIIMAIBHBIX  JaHHBIX
MOJIb30BATENICH - JTOTMHOB U maposieir. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢ummuHr (0T fishing - peiOHas moBs, password - maposb).

OcHOBHBIE COBETHI IO 0OpHOE C (GUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mopo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBaTh €€ M COOOIIMTH aJIMHHHCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpPEe;

2. Wcnonp3yit Oe3omnacHble BeO-CaliThl, B TOM 4YHCJIC, WHTEPHET-Mara3uHoB U
ITOMCKOBEIX CHCTEM;

3. Wcrnionw3y# CJIOXKHBIE U pa3Hble mapoiau. TakuM oOpa3om, eciu Te0si B3J0MaloT,
TO 3JI0YMBIILJIEHHUKH MOTY4YaT AOCTYI TOJIBKO K OJJHOMY TBOEMY HPO(UITIO B CETH,
a HE KO BCEM;



4. Ecim Tebs B3JIOMaJId, TO HCO6XO,Z[I/IMO npeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KOTOpP&bIC ,IIO6aBJIeHI>I y TeOS B APY3biAX, O TOM, 4TO TeOsT B3JIOMaJIu H, BO3MOKHO,
OT TBOCTO HMCHHU 6yz[eT pacColIaThCA CllaM U CCBLIIKH Ha (1)I/IHII/IHFOBI>I€ CaﬁTBI;

5. YcranoBu HagexHbii napoib (PIN) Ha MoOMIBHBIN TenedoH;
6. OTKIIIOUM COXpaHEHHUE MapoJisi B Opaysepe;

7. He oTkpbiBaii ¢ailsibl U Apyrue BIOXKEHUS B MUCbMaX, aXe €CIU OHU MPHILLIHA
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (ailibl.

Hugposas penyrauus

[Mudposast permytanus - 3T0 HETaTUBHAs WU MO3UTHUBHAS MH(GOpPMAIUSI B CETH O
tebe. Kommpomerupytomas undopmainus, pa3MelieHHas B HHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBoeW peanbHOU ku3HU. "Lludpoas
penytanus" - 3T0 TBOM UMUK, KOTOPBIM (popmupyerca u3 unpopmanuu o tede B
UHTEPHETE.

TBOe MeCTO >KMTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IMOJOKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl 0 OJU3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCA K MyOJMKalUd JIMYHON
uHdopmaruu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MOCienCcTBUM. Thl Jaxke He
CMOJKEIIb JOTaaThCsi 0 TOM, 4TO (hoTorpadus, pa3MelleHHas 5 JIeT Ha3aj, craja
MPUYUHON OTKAa3a MPUHATH T€Os Ha paldoTy.

KoMMmeHTapuu, pa3melnieHue TBOMX (oTorpaguil U Apyrue AEUCTBUS MOTLYT He
WCYE3HYTh JAXKE€ IMOCIE TOTrO, KaK Thl UX YAAIHIb. Thl HE 3HACIIb, KTO COXPAaHUI
3Ty UH(pOpMAIHIO, MOMAaJa JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPAHWJIACh JIU OHA,
a TJIaBHOE: YTO MOAYMAIOT O T€OE OKPYKAIOIIUE JIFOAU, KOTOPhIE HAUAYT U YBUST
sT0. Haiftn MHpOpMannio MHOTO JET CIYCTS CMOXET JI00HM - Kak U3 J00phIX
noOyX/JeHU, TaK U C HAMEPEHUEM NPUYUHUTH Bpel. DTO MOXKET OBIThb KTO
YTOIHO.

OcCHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI pernyTauu:

1. [Togymaii, mpexie ueM 4To-To MyOJIMKOBaTh U MepeaaBaTh y ce0s B Ojore uim B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduiis yCTaHOBH OTpaHMUYEHUS] Ha POCMOTP TBOETO MPOpuUIIs
U €r0 COJIEPKUMOTr0, ClIeJIail €ro TOJbKO "t apy3en”;

3. He pa3memaii u He yka3piBail uHGOpMAIMIO, KOTOpash MOXET KOTO-JIr00
OCKOPOJISTH WJIK OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE MKOJHHUKU - aKTUBHBIC MOJIB30BATENH IIU(PPOBOTO MPOCTPAHCTRA.
OpmHako Janeko HEe BCE 3HAIOT, YTO IIOJIb30BAHHME MHOTMMH BO3MOXKHOCTSIMHU
nudpoBoro Mupa TpeOyeT CcoOJIOJeHUs TpaB Ha MHTEIUIEKTYyalbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsE COOCTBEHHOCTh'" OTHOCHUTCS K Pa3IM4YHbIM TBOPEHUSIM
YEJI0BEUECKOT0 yMa, HAaYMHAas C HOBBIX M300pETEHN U 3HAKOB, 0003HAYAIOITUX



COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMmH, GoTorpadusmu,
KMHO(DHUIBMAMH U MY3bIKQJIbHBIMU MTPOU3BEICHUSIMU.

ABTOpcKHME TIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAyKH, JUTEPATYPBI U UCKycCTBA. ABTOPCKHE IIPAaBa BBICTYIIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TpyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeJJIMBbIE BO3MOXHOCTH 3apaloTaTh Ha
pe3yiapTaTax CBOETO TpPYyJAa, MOJIYYHTh U3BECTHOCTh W mpu3HaHue. Hukto 06e3
paspelIeHusl aBTOpa HE  MOXET BOCIPOM3BOJIWUTH €r0  INPOU3BEIACHHUE,
pacnpocTpaHsaTh, NyOJUYHO JEMOHCTPHPOBATh, IPOJABATH, HMIIOPTHPOBATH,
mycKaTh B MPOKAT, MyOJUYHO HCIIOJNHATH, MOKA3bIBATH/UCHIOIHATh B dPHUPE WIH
pasmemats B MHTEpHETE.

Hcnonp3oBanue "MUpaTCKOTO" MPOTPaMMHOIO OOECIIEUEHUS] MOKET MPHUBECTH K
MHOTHUM PHCKaM: OT TIOTE€PH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHUPOBKH TBOETO
yCTpOCTBa, TJ€ YCTAaHOBJIIEHAa HeJeraiabHas nporpamma. He crout Taxxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE U O€CIIaTHbIE MNPOTrpamMMbl, KOTOpPbIE
MO’KHO HaWTU B CETH.



